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Abstract: 

We propose a bank security system where at the machine side three level of authentication is implemented. RFID tag to verify  the 

User then Camera to capture the pattern password of user using image processing -OPEN CV and the finally mobile based OTP 

which is generated and verified using IMEI number of the Authorized person. Bluetooth is used as communication channel. All 

the above said system is used for accessing the Bank Locker. We als o monitor the Vibrat ion (Break the Locker) & Temperature 

(Melting the Locker Device) sensors for illegal Access Detection, which is init iated to the Manager. Camera will Capture the 

Misbehavior Person’s Photo and sends to the Authority as E mail Alert.  
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I.  INTRODUCTION  
 

In the existing system, key based Entrance System is 

implemented to open the locker needs. In the proposed system, 

photo sensitive LDR is used for the access details and to send 

the message to the authority user. In our modificat ion, 

machine side three level of authentication is implemented . 

RFID tag to verify the User then Camera to capture the pattern 

password of user using image processing -OPEN CV and the 

finally mobile based OTP which is generated and verified 

using IMEI number of the Authorized person. Bluetooth is 

used as communication channel. A ll the above said system is 

used for accessing the Bank Locker. We also monitor the 

Vibrat ion (Break the Locker) & Temperature (Melt ing the 

Locker Device) for illegal Access Detection, which is initiated 

to the Manager. Camera will Capture the Misbehavior 

Person’s Photo and sends to the Authority as E mail Alert . 
 

II. PROPOS ED WORK 
 

A. User Registration 

If the user wants to access the data from the server, they should 

have an account with that server. Without having an account 

they aren’t able to access the files are view the details. So first 

the user will create an account with that server by providing the 

necessary information like Username, Password, Address and 

Phone number. Once this information are provided by the user, 

server will get that information and stored it into the database 

for future purpose. 
 

B.  RFID and Pattern matching using open CV   

We are implementing OPEN CV based Pattern matching in 

this project for better security. Every User is provided with 

RFID Card (Radio Frequency Identification) and along with 

OPEN CV based Pattern. Among the Security features has to 

be included for still more secured transaction. But the security 

provided with bank systems has some backdoors. It has been 

improved by using techniques like pattern recognition 

comparing these existing traits, there is still need for 

considerable computer vision. Pattern recognition is a 

particular type of biometric system that can be used to reliably 

identify a person uniquely by analyzing the patterns found in 

OPEN CV image processing is used in this security system to 

authenticate user.  

C. OTP Generation  

In this module, generate the one time password. Password 

entry through mobile phone is needed for another level of 

security.  

 
D.  Android Application based Authorization  

In addition to the authentication of user there is another 

system to identify the user before that RFID tag checking is 

needed.  Password entry through mobile phone is needed for 

another level of security. This can be done by using Bluetooth 

and also authentication is checked by verification through 

IMEI number. Finally when the three level of security is 

fin ished, the locker is opened for the user and the information 

is passed to the bank manager.  In future bank can implement 

this type of authentication option for banking and from this 

project shows that all the bank accounts can be accessed with 

using cards through this pattern recognition efficiently and 

safely.  

 
E. Misbehaviour Monitoring  

Temperature and vibrat ion sensor are used here to find thief 

entry inside the bank. Each and every user can access the 

locker one by one at certain time will be prov ided by the 

manager. The manager can know access details about the user 

through message.  

 

F. SMS Alert and photo capturing  

In this module, we will implement the SMS alert and photo 

capturing. Once enter the misbehavior person initiate the 

camera and capture the photo. Finally send the alert through 

SMS. 
 

III. RFID TAGS  
 

The communication using IPv6 is a challenge for RFID tags 

being equipped with limited resources only. Modern tags are 

able to store and compute data, or even hold sensors. In order 

to draw advantage from this increased functionality the 

integration into the IoT is essential. Powerful application 

scenarios can be developed when two-way communication 

with tags can be established via the network. This provides the 

concept of enabling a two-way end-to-end communication with 

passive RFID tags via the Internet. 
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A. Type of RFID Tag used 

Class 1 GEN2 EPC (GEN2)  - these RFID tags are the latest 

type of UHF tag. These tags are 96 bits or larger and contain 

advanced features, such as lock after write and CRC read 

verification. These tags greatly reduce (if not eliminate) the 

ghost tag problem, using a mandatory hardware based CRC. 

The CRC is created when the tag is encoded, and the reader 

verifies the CRC when the tag is read. If the CRC does not 

match, the data read is considered invalid. In addition, more 

tags can be read simultaneously when using GEN2. The 

amount of data encoded depends on the bit size of the tag, 

minus any fields that may be required. Refer to the formatting 

section below for examples. The maximum decimal value for 

a field is calculated with the formula of 2^n-1 where n=the 

fixed number of b its in the field.  

   

B. RFID Reader 

The RFID reader that is used is the NFC (Near Field 

Communicat ion) technology that is present in most of the 

smart phones today. It allows them to establish peer-to-peer 

radio communications, passing data from one device to 

another by touching them or putting them very close together. 

It uses electromagnetic induction in order to transmit  or 

receive informat ion over a short space so that by simply 

scanning an RFID tag, one can know about the information 

that is stored in it. Therefore using an inbuilt NFC within the 

smart phone, the RFID tag can be read. 

 

IV. ARCHITECTURE DIAGRAM 

 

 
Figure.1.Architecture Diagram 

 

FINGER PRINT  

A fingerprint in its narrow sense is an impression left by 

the frict ion ridges of a human finger.
 [1]

 The recovery of 

fingerprints from a crime scene is an important method 

of forensic science. Fingerprints are easily deposited on 

suitable surfaces (such as glass or metal or polished stone) by 

the natural secretions of sweat from the eccrine glands that are 

present in epidermal ridges. These are sometimes referred to 

as "Chanced Impressions". 

 

V. CONCLUS ION & FUTURE ENHANCEMENT 

 

In this paper, we have recently proposed He-Wang’s scheme 

and then shown that their scheme is vulnerable to the known 

session-specific temporary information attack and thus, their 

scheme fails to prevent reply attack and cannot provide strong 

user anonymity. Also, we have demonstrated the drawbacks in 

He-Wang’s scheme while distributing the static authentication 

parameters and with the wrong password entry. In future, we 

have further simulated our scheme for the formal security 

verification using the widely-accepted AVISPA tool, and 

shown that our scheme is secure. In addition, through the 

informal security analysis, we have shown that our scheme is 

secure against various known attacks. Our scheme thus 

provides high security along with low communication cost, 

computational cost, and offers a variety of features. As a 

result, our scheme is particularly suitable for battery-limited 

mobile devices. 
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